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Active Adversaries — High-Level Approach

Setting
¢ Information-theoretic security, active adversary, t < n/3.

Approach
e Values are Shamir-shared with degree ¢ — no commitments!
e Reconstruction deals with faulty shares — error-correction codes
e Generating random double-sharings — hyper-invertible matrices 2.0
e Public reconstruction — new trick

Structure

1. Detectable MPC — security with abort (abort only in case of cheating)
2. Preprocessing phase — circuit randomization

3. Full security — player-elimination framework



Active Adversaries — Local Reconstruction 3

Goal: Reconstruct sharing [s];towards P;. (d =t or d = 2t)

Protocol t < '7/
P 5
1. VP;:send s; to@
2. P;: If 3 gwith deg(g) <dand |{j : s; = g(a;)}| > d+ 14t then
output s = ¢g(0)
else
ABORT

Correctness: d+ 1 4t shares on g = d + 1 “honest” shares = correct g.

Robustness: Robust if at least d + 1 4 ¢ honest parties, i.e., if d < n — 2t.

St < n-1
Efficiency: Berlekamp-Welch decoder = find g efficiently.



Active Adversaries — Public Reconstruction 4

Goal: Publicly reconstruct £ 4+ 1 sharings [soly, - - -, [Sk]4-
High-Level Protocol W 7N
1. Expand [solg, - - -, [splg 1o [u1lyg, - - - [un] g, With redundancy.

2. VP;: locally reconstruct [u;] 4 to P;, send u; to VP; (might ABORT).
3. VP;:shrink uq,...,un 10 sqg, ..., s (Mmight ABORT).

Expansion

e Interpret sq, ..., s; as coefficients of polynomial g of degree k.

o u; = g(o;) = sg+s10;4. . . Fspaf, [ulyg = [solg+- .+ [sklaaf.

e Shrinking: Find coefficients of g s.t. |{¢ : u; = g(e;)}| > k+ 1 4 ¢.
Correctness: k£ + 1 + t values u; on g = correct g.
Robustnhess: Robustifd <n — 2t and k < n — 2t. e, 7 k = P24

Communication: O (n?) fe for k + 1 public reconstructions. &

Oy por peblic peamshudron



Active Adversaries — Generate Random Sharings 5

Generate Random Sharings
1. VP;: chose random s;, share s; with degree t — [s;].

2. All: ]l | ' ' o 4
29 Fi = HIM %-é -t Gaod | rigld Mgr
'n
SR e
3. Forj =1,...,2t: ﬁk%sz(;n(boéuéw

) Reconstruct [r;] towards P;.

i) P;: check that all shares of [r;] lie on polynomial of degree t.
Otherwise: ABORT 110 alod = <l [<] ane good

4. Output n — 2t sharings [ro;41], ..., [rn].
Correctness: n—t good [s;], t checked [r;], others are linear combinations.
Secrecy: Adv. knows t [s;] plus t [r;], any n—2t sharings are random.

Communication: ©(n?) for n—2t sharings, i.e. ©O(n) per sharing. ©
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Active Adversaries — Generate Random Double-Sharings

Generate Random Double-Sharings
1. VP;: chose random s;, share s; with degrees ¢t and 2t — [s;]; o;.

2. Al rade2e [s1]¢2¢

: = HIM :
_[Tn]t,Qt_ ! ] _[Sn]t,Qt_

3. Forj =1,...,2¢t:
) Reconstruct [r;]; o; towards P;.

i) P;: check that all shares of [r;]; lie on degree-t polynomial g,
AND that all shares of [r;]2; lie on degree-2t polynomial ¢/,
AND that g(0) = ¢’(0).
Otherwise: ABORT

4. Output n — 2t double-sharings [roit-1]t.2¢5 - - -, [Trle 2t

Observe: Linear combination of (correct) random double-sharings are
(correct) random double-sharings!
— same analysis as for “normal” sharings.



