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Global Broadcast by Broadcasts Among Subsets of Players

Matthias Fitzi!

Abstract — In the standard model with only pair-
wise communication channels, unconditionally secure
broadcast among n players is achievable if and only if
the number ¢ of corrupted players satisfies ¢t < 3. We
show that, when additionally given broadcast among
each subset of three players then global broadcast is
achievable if t < 7.

I. INTRODUCTION

Given a set P = {p1,...,pn} of n players, the goal of broad-
cast is to let some distinct player d € P (called dealer) reliably
distribute a value to all players in P, i.e., all correct (i.e. un-
corrupted) players must receive the same value (agreement),
and if the dealer is correct then this must be the value the
dealer intended to distribute (validity).
In this paper we focus on broadcast protocols that are un-
conditionally secure against an adversary that may actively
corrupt up to t of the n players. To actively corrupt a player
means to make him deviate from the protocol in an arbitrarily
malicious way. Unconditionally secure means that the correct-
ness of the protocol does not rely on any further restriction
on the power of the adversary than the threshold ¢ of players
he can corrupt during the protocol.
Since the network typically consists only of communication
channels among subsets of players and some of the players, es-
pecially the dealer, may be corrupted by the adversary, broad-
cast is a non-trivial problem.
Pease, Shostak, and Lamport [2] proved that, according to
the standard communication model of a complete synchronous
network of pairwise authentic channels among each pair of
players, unconditionally secure broadcast is achievable if and
only if ¢ < . The communication model considered in this
paper extends this standard model by a synchronous network
of authentic broadcast for each subset S C P of the players of
cardinality |S| =3, i.e.,
e for every subset of three players and for any selection of
a dealer among them there is a broadcast channel, and
e for every such channel, all involved players are authen-
tic, i.e., every correct player is able to assign a received
message to its corresponding broadcast invocation.

A broadcast primitive or protocol for n players that is secure
against t corrupted players is called (n,t)-broadcast.

II. RESULTS

Theorem 1 Given (3,1)-broadcast, (n,|25*])-broadcast is
achievable for any n > 3.

The basic idea is to take some known broadcast protocol
(e.g [2]) for some virtual player set Q (|Q| = n’) in the stan-
dard model that tolerates t' < %' corrupted players among Q)
— where, for the moment, n’ can be supposed to arbitrary,
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i.e., not necessarily dependent on k. Instead of letting the vir-
tual players directly participate in the protocol, every virtual
player g; is simulated by some specific collection S; C P of
the actual players (according to player simulation in [1]). If
it can be achieved that at most ¢’ < %' players g; are incor-
rectly simulated then the protocol achieves broadcast among
the players in @ (with respect to the players g; that are cor-
rectly simulated). Finally, broadcast among the players in P
can then easily be derived from broadcast among the players
in Q.

The following proposition immediately follows from [1].

Proposition 1 A player ¢; € Q of any protocol among a
player set Q can be simulated correctly by a collection of play-
ers S if broadcast among the players in S is possible and less
than % players in S are corrupted.

Proof of Theorem 1: The proof of this theorem is based on
a recursive construction that, for any k > 0, allows to achieve
(2k + 3,k + 1)-broadcast from (2k + 1, k)-broadcast. Finally,
(3,1)-broadcast can then be used as a base for the recursive
construction in order to achieve any (n, | 25+ ])-broadcast.
Let P be a set of 2k + 3 players and assume (2k + 1, k)-
broadcast to be achievable among any S C P with |S| = 2k+1.
We define a set Q of n' = (glljﬁ) virtual players and in-
volve them in some standard broadcast protocol that tolerates
t' < %' player corruptions. We now let every possible collec-
tion S C P of |S| = 2k+1 players from P simulate exactly one
player ¢; € Q. Such a player g; is simulated correctly if at least
k + 1 of the simulating players are correct themselves (since
k + 1 constitutes a majority and hence broadcast among S
works correctly and hence Proposition 1 applies), i.e., at least
k + 1 of the simulating players in S must be corrupted by the
adversary in order to corrupt the corresponding virtual player.
Hence at most ¢ < (:ﬁ) (kf) players of the original protocol
can be corrupted which are given by all simulating collections
S C P of cardinality |S| = 2k + 1 including at least k + 1
corrupted players. Since k > 0 we get
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and hence strictly less than a third of the players in the orig-
inal protocol is corrupted. Finally we can let every simulated
player send his result to every simulating player who then can
compute the outcome of the broadcast by a majority voting
on all received values. m
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