Blind Signatures Based on the Discrete
Logarithm Problem*

Jan L. Camenisch!, Jean-Marc Piveteau?, Markus A. Stadler!

! Institute for Theoretical Computer Science

ETH Zirich

CH-8092 Ziirich, Switzerland

Email: {camenisch, stadler}@inf.ethz.ch

2 Union Bank of Switzerland

Dep. UBILAB
Bahnhofstrasse 45
CH-8021 Ziirich, Switzerland
Email: piveteau@ubilab.ubs.ch

Abstract. Blind signature schemes, an important cryptographic primi-
tive, are useful in protocols that guarantee the anonymity of the partici-
pants. Two new blind signature schemes based on the discrete logarithm
problem are presented.

1 Introduction

A blind signature scheme is a protocol allowing Bob to obtain a valid signature
for a message m from a signer Alice without her seeing the message or its sig-
nature. If Alice sees m and its signature later, she can verify that the signature
is genuine, but she is unable to link the message-signature pair to the particular
instance of the signing protocol which has led to this pair.

The concept of a blind signature scheme was introduced by Chaum [2]. Tt
allows to realize secure electronic payment systems protecting customer’s privacy
(e.g. [11,[3], [4], [5], [7], [10]) as well as other cryptographic protocols protecting
the participants’ anonymity (e.g. secure voting protocols [12]). Two proposals
for blind signature schemes have been published: the first, presented in [2], is
based on the RSA scheme [11], and the second is described in [6].

In this article, we present two new blind signature schemes. The first is
derived from a variation of the DSA [8], the second is based on the Nyberg-
Rueppel signature scheme [9].

2 Basic Signature Schemes

2.1 A Modification of DSA

The system parameters consist of a prime p, a prime factor ¢ of p — 1, and an
element g € Z; of order g. The signer’s private key is a random element z € Zg,
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while the corresponding public key is y = ¢” (mod p). To sign a message m,
which is an integer relatively prime to ¢, the signer selects randomly k € Z,,
and computes R, r and s given by:
g® (mod p)
R (mod q)
km+rz (mod q)

n Ny
I

The pair (7, s) is the signature of the message m. To check its validity, the
receiver computes

T=(¢y"")™ (mod p)
where m™! denotes the inverse of m modulo ¢, and verifies that the following
equality holds:
r="T (mod q).

2.2 Nyberg-Rueppel Scheme
The following signature scheme has been published in [9]. The system parameters

are the same as in the previous scheme. To sign a message m € Z,, the signer
selects k € Z, at random and computes r and s as follows:

r = mgF (mod p)
s=zr+k (mod q)

The pair (7, s) is the signature of the message m. To verify the validity of a
signature, one checks that the following equality holds:

m =g~ °*yr (mod p).

Because this scheme provides message recovery, the signature need not to be
accompanied by the message m.

3 Blind Signature Schemes

First we give a formal definition of the blindness for a signature scheme. Let V
denote Alice’s complete view of an execution of the protocol, i.e. her random
coin tosses and all exchanged values; and let (m, sig(m)) denote the message-
signature pair generated in that particular execution.

Definition1. A signature scheme is called blind if Alice’s view V and the
message-signature pair (m, sig(m)) are statistically independent.



3.1 Blinding the Modification of DSA

The following protocol is a blind version of the modification of DSA described
in Section 2.1.

1. a) Alice randomly chooses ke Z, and computes R=gF (mod p).
b) Alice checks whether gcd(ﬁi, q) = 1. If this is not the case, she goes back
to step a). Otherwise, she sends R to Bob.
2. a) Bob checks that gcd(ff, q) = 1.
b) Bob randomly chooses a, 8 € Z, and computes R = RegP (mod p).
c) Bob checks whether ged(R,q) = 1. If this is not the case, he goes back
to step b). Otherwise, he computes m = amRR™! (mod ¢) and sends
m to Alice.
3. Alice forwards 5 = kin + Rz (mod ¢) to Bob.
4. Bob determines s = §RR™! + fm (mod ¢) and r = R (mod gq).

Theorem 2. The pair (r,s) is a valid signature of message m for the modifica-
tion of DSA presented in Section 2.1 and the above protocol is a blind signature
scheme.

Proof: The validity of the signature (7, s) can easily be shown as follows. Let T'
be as in Section 2.1. Then

T = (gsy—r)m_ — g(.§1‘R_ +8m—zr)m” :gka-h@ =R (HlOd p)

It follows that » = 7' (mod ¢) which means that (r,s) is a valid signature of m.

In order to proof the blindness of the protocol, we show that given any view V
and any valid message signature pair (m, (r, s)) with » # 0 (mod ¢), there exists
a unique pair of blinding factors o and 3. Because Bob chooses the blinding
factors o and  at random, the blindness of the signature scheme follows.

If the signature (r,s) of m has been generated during an execution of the
protocol with view V consisting of k, R = g* (mod p), m, and § = ki +
R (mod ¢), then the following equations must hold for « and g:

m=amRr~! (mod q)
s =3rR™1 + pm (mod q)
r = R%’ (mod p) (mod q)

Because m, R, and r are relatively prime to ¢, the blinding factors a and
are uniquely determined by the first two equations:

a= ﬁlm_lrﬁ_l (mod q)
B=(s—5rR~Ym~! (mod q)
By substituting 5 = k7 + Rz (mod ¢), we obtain:
ka+ B =kmm 'rR™ +sm™ ' —5rR™'m~' = (s —rz)m~! (mod q)
We therefore have:
Rg7 = R = g"4? = g=mm ™ = (7)™ = T (mod p)

which implies r =T (mod q). O



3.2 Blinding the Nyberg-Rueppel Scheme

In this Section we present the blind version of the Nyberg-Rueppel signature
scheme.

1. Alice selects k € Z,, computes # = g* (mod p), and sends 7 to Bob.
2. a) Bobrandomly selects a € Zq and 3 € Zj, computes r = mg®# (mod p)
and m = rf~! (mod q).
b) Bob checks whether m € Z;. If this is not the case, he goes back to
step a). Otherwise, he sends m to Alice.
3. Alice computes § = mz + k (mod q) and forwards § to Bob.
4. Bob computes s = §3 + a (mod q).

Theorem 3. The pair (v, s) is a Nyberg-Rueppel signature of the message m and
the above protocol is a blind signature scheme.

Proof: The validity of the signature (r, s) for message m follows from

g—syrr — mg—§ﬁ—a+xr+lg,@+a — mg—nﬁx,@—lgﬁ+xr+lgﬁ - m (HlOd p)

In order to proof the blindness of the protocol we show that given a valid
signature (r,s) and any view V, there exists a unique pair of blinding factors
o € Zy and § € Zj. Since Bob chooses the blinding factors o and 8 randomly,
the blindness of the signature scheme follows.

Assume that the signature (r, s) has been generated during the protocol with
view V consisting of k, 7 = g* (mod p), m, and § = Mz +k (mod ¢)): then the
following equations must hold for a and 3 (where m = g=*y"r (mod p)):

r =mg*# (mod p)
m=rpf"" (mod q)
s =884+ a (mod q)

Since we have m € Zj, a unique solution for a and 3 satisfying the last two

of the above equations is given by:

B=rm~! (mod q)
a=s—30 (mod q)

It remains to show that the first of the three equations holds:

mgoci;,@ — g—s+r1:+oc+lg,8r — g—§/3+r17+lg,8r — g—rﬁx,@+rarr —p (HlOd p)
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